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If you reveal your secrets to the wind, you should not blame If you reveal your secrets to the wind, you should not blame If you reveal your secrets to the wind, you should not blame If you reveal your secrets to the wind, you should not blame 

the wind for revealing them to the trees.  the wind for revealing them to the trees.  the wind for revealing them to the trees.  the wind for revealing them to the trees.      
Kahlil GibranKahlil GibranKahlil GibranKahlil Gibran    

 

We have talked about Situational Awareness (Situational Awareness and You 

http://www.scribd.com/doc/61546986/Situational-Awareness-and-You), now let’s talk about Operational Security or 
as the military and law enforcement call it - OPSEC. 
 

Relying on the government to protect your privacy is like asking a Relying on the government to protect your privacy is like asking a Relying on the government to protect your privacy is like asking a Relying on the government to protect your privacy is like asking a 

peeping tom to install your window blinds.peeping tom to install your window blinds.peeping tom to install your window blinds.peeping tom to install your window blinds.    
John Perry BarlowJohn Perry BarlowJohn Perry BarlowJohn Perry Barlow    

 

What is OPSEC? 

 

Operations security (OPSEC) is an analytic process used to deny an adversary information - generally 
unclassified - concerning friendly intentions and capabilities by identifying, controlling and protecting indicators 
associated with planning processes or operations.  OPSEC does not replace other security disciplines - it 
supplements them.  
 
OPSEC is simply denying an adversary information that could harm you or benefit them.  Another form of 
OPSEC, although not as widely accepted, is the intentional distribution of miss-information to an adversary, 
designed to protect your true secrets.  
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OPSEC is a process, but it is also a mindset. By educating oneself on OPSEC risks and methodologies, 
protecting sensitive information becomes second nature.  
 
OPSEC is unique as a discipline, because it is understood that the OPSEC manager must make certain 
decisions when implementing OPSEC measures.  Most of these measures will involve a certain expenditure of 
resources, so an estimate must be made as to whether the assumed gain in secrecy is worth the cost in those 
resources.  If the decision is made not to implement a measure, then the organization assumes a certain risk. 
This is why OPSEC managers or Commanders must be educated and aware of the OPSEC process.  

 

 
 
In the military, OPSEC is keeping potential adversaries from discovering critical Department Of Defense 
information.  As the name suggests, it protects US operations - planned, in progress and those completed.   
Success depends on secrecy and surprise, so the military can accomplish the mission more quickly and with 
less risk.  Enemies of freedom want this information and they are not just after the military person to get it.  
These enemies also target military family member(s) and friends too.  
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Although OPSEC has been used in predominately in Military or Government and Law enforcement Entities; 
this century has seen more individuals and corporations that are utilizing OPSEC procedures to aid in 
protecting trade secrets, personal security and intentions.  Whatever the organization and purpose, OPSEC 
can and will, increase the overall security posture of the individual, group, agency, military or corporate entity.  

 

If you think technology can solve your security problems, then you don't If you think technology can solve your security problems, then you don't If you think technology can solve your security problems, then you don't If you think technology can solve your security problems, then you don't 

understand the probunderstand the probunderstand the probunderstand the problems and you don't understand the technology.lems and you don't understand the technology.lems and you don't understand the technology.lems and you don't understand the technology.    
Bruce SchneierBruce SchneierBruce SchneierBruce Schneier    

Why OPSEC?   

 

Since we entered the Information Technology Revolution our world is increasingly dependent on information.  
In this world, pieces of information (internet postings, work schedules, phone directories and more) may be 
assembled in order to form the “big picture” of an organization or operation.  
 

Your adversaries in a military or business sense, practice OPSEC to varying degrees and it would be unwise to 
discount the capabilities of your adversary.  These adversaries will constantly probe your organization, so the 
importance of a solid understanding of OPSEC cannot be understated.  

 

What are the Origins of OPSEC? 
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The underlying principles of denying an adversary information are centuries old.  In fact, George Washington 
was quoted as saying: "Even minutiae should have a place in our collection, for things of a seemingly trifling 
nature, when enjoined with others of a more serious cast, may lead to valuable conclusion." Millennia before, 
Sun Tzu wrote, “If I am able to determine the enemy’s dispositions while at the same time I conceal my own, 
then I can concentrate and he must divide.”  
 
OPSEC as a methodology was developed during the Vietnam War, when Admiral Ulysses Sharp, 
Commander-in-chief, Pacific, established the “Purple Dragon” team in order to determine how the enemy was 
able to obtain advanced information on military operations.  
 
The team realized that current counterintelligence and security measures alone were not sufficient. They 
conceived of and utilized the methodology of “Thinking like the wolf”, or looking at your own organization from 
and adversarial viewpoint. They discovered that US forces were unvarying in their tactics and procedures, and 
were able to make certain predictions based on that knowledge.  
 
When developing and recommending corrective actions to their command, they then coined the term 
“Operations Security” or OPSEC. 

 

The way to be safe is never to be secure.The way to be safe is never to be secure.The way to be safe is never to be secure.The way to be safe is never to be secure.    
Benjamin Benjamin Benjamin Benjamin FranklinFranklinFranklinFranklin    

What are OPSEC indicators?   

 

An indicator is a "piece of the puzzle".  In other words, an indicator is any piece of information that can be 
exploited to gain further information, or be combined with other indicators to build a more complete profile of 
your operations.  
 
For example, an OPSEC indicator could be when you go to work, what you do at work, large group or troop 
movements or financial transactions such as life insurance appointments.  Before releasing information, 
consider the potential value to your adversaries.   
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Security in IT is like locking your house or car Security in IT is like locking your house or car Security in IT is like locking your house or car Security in IT is like locking your house or car ––––    it doesn't stop the bad it doesn't stop the bad it doesn't stop the bad it doesn't stop the bad 

guys,  but if it's good enough they may move on to an easier target.guys,  but if it's good enough they may move on to an easier target.guys,  but if it's good enough they may move on to an easier target.guys,  but if it's good enough they may move on to an easier target.    
Paul HerbkaPaul HerbkaPaul HerbkaPaul Herbka    

 

What are the capabilities of your adversary?   

 
The unfortunate fact is that you don’t know. Your adversary may have internal spies, skilled photographers or 
any other manner of resources at their disposal. You may never be able to determine the full capability of your 
adversary, so you can only protect your information on your end. 

 

"Security is mostly a superstition. "Security is mostly a superstition. "Security is mostly a superstition. "Security is mostly a superstition.     

It does not exist in nature, nor do the children of men as a whole It does not exist in nature, nor do the children of men as a whole It does not exist in nature, nor do the children of men as a whole It does not exist in nature, nor do the children of men as a whole 

experience it. experience it. experience it. experience it.     

Avoiding danger is no safer in the long run than outright exposure. Avoiding danger is no safer in the long run than outright exposure. Avoiding danger is no safer in the long run than outright exposure. Avoiding danger is no safer in the long run than outright exposure.     

Life is either a daring adventure, or nothing."Life is either a daring adventure, or nothing."Life is either a daring adventure, or nothing."Life is either a daring adventure, or nothing."    
Helen Helen Helen Helen KellerKellerKellerKeller    

(American Author and Educator who was blind and deaf. 1880(American Author and Educator who was blind and deaf. 1880(American Author and Educator who was blind and deaf. 1880(American Author and Educator who was blind and deaf. 1880----1968)1968)1968)1968)    

 

Why should Preppers and non-military people think about OPSEC? 

 

Today, OPSEC is an established methodology used by Military, Federal entities and Civilian Agencies and 
Businesses. More and more, private sectors are realizing the importance of Operations Security in day to day 
operations. This helps to protect proprietary and sensitive information from accidental disclosure, corporate 
espionage, internal espionage and more.  
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First off, the very definition of OPSC should give you a hint.  As stated, many businesses and civilian agencies 
have found it beneficial.  As a Prepper, you need to keep the details of your preparedness to a minimum.  The 
more information outsiders to your household or group, know about your preparedness processes, procedures, 
supplies and plans – the more of a risk these outsiders are to you and yours in a crisis scenario. 

 

You don’t want to share all, with all.  If you do that, you will be opening up you and yours to ‘attack’ by have-
nots during a crisis or emergency.  Even the most law abiding citizen will become deadly when they are 
attempting to keep themselves and their loved ones safe and fed. 

 

Add to this that much of today’s technology includes too much information about the person using it. 

 

Online communities, including those that are "Military" by design, do NOT have a way to assure that every 
member has the same goal of safety and security for military personnel.  Knowledge is power; the enemy does 
not need to know anything other than our Military is ready to act and defend.  To help keep all of us safe, 
including our military, do not share information except with your family and very close friends.  Even then, 
please attempt to do so in a controlled or ‘private’ environment.  
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In an online environment, you do not know the person on the receiving end of your communication.  
 

We are never more in danger than when we think ourselves most We are never more in danger than when we think ourselves most We are never more in danger than when we think ourselves most We are never more in danger than when we think ourselves most 

securesecuresecuresecure, nor in reality more secure than when we seem to be most in , nor in reality more secure than when we seem to be most in , nor in reality more secure than when we seem to be most in , nor in reality more secure than when we seem to be most in 

danger.danger.danger.danger.    
William CowperWilliam CowperWilliam CowperWilliam Cowper    

 
Smart Phones, iPhones and SmartPads today carry a capability called ‘geotagging’. The growing trend of 
geotagging, where the GPS in your smartphone automatically attaches your longitude and latitude, along with 
other info, to your picture.  

 

The action of automatic geotagging takes place on many smartphones.  Some are enabled by default.  Users 
can prevent their information from being posted by disabling the GPS function on their phone.  
 
You want to show off your new car and you take a picture with your smartphone.  Then, you post it to Picasa or 
Flickr, both location-based social-networking services.  But did you know the GPS information embedded in 
that picture can show people where you live or work? 
 

“If you have a smartphone, it’s already encrypted to supply metadata,” said Maj. Rocky Williams, the 
future operations officer for I Marine Expeditionary Force.  “Every time you take a picture, shoot video 
and share it with your friends, you pass grid coordinates of where you did that action. When you post it 
on Facebook or Picasa, the world has access to where you shot that footage.” 
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Williams said most smartphone users don’t realize what type of data they’re posting.  By posting that 
information, they’re allowing their movements to be recorded and analyzed by anyone.  After analyzing your 
photos, someone could find out where you live, commuting patterns, where you work and how many hours 
you’re at work each day, exposing your home to would-be thieves. 
 

We cannot simply suspend or restrict civil liberties until the War on We cannot simply suspend or restrict civil liberties until the War on We cannot simply suspend or restrict civil liberties until the War on We cannot simply suspend or restrict civil liberties until the War on 

Terror is over, because the War on Terror is unlikely evTerror is over, because the War on Terror is unlikely evTerror is over, because the War on Terror is unlikely evTerror is over, because the War on Terror is unlikely ever to be truly er to be truly er to be truly er to be truly 

over.over.over.over.    
Judge Gerald TjoflatJudge Gerald TjoflatJudge Gerald TjoflatJudge Gerald Tjoflat    

11th U.S. Circuit Court of Appeals, October 15, 200411th U.S. Circuit Court of Appeals, October 15, 200411th U.S. Circuit Court of Appeals, October 15, 200411th U.S. Circuit Court of Appeals, October 15, 2004    
 
Features such as Facebook's Check-in, Foursquare, Gowalla and Loopt allow individuals with a smartphone to 
broadcast their location. These applications are typically used to earn points, badges, discounts and awards at 
various shopping locations.  Williams warns about such features, adding that publicly broadcasting your 
whereabouts and revealing your every movement may put you in danger. 
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Situational awareness is not limited to a combat environment.  Corps small-unit leaders have always preached 
terrorism awareness both at home and abroad, and with the heightened sense of vigilance against threats of 
domestic terrorism and crime, it’s in an individual’s best interest to maintain a sense of unpredictability.  
Civilians use situational awareness to protect themselves from becoming a victim of crime. 

 

From routes taken to and from work, to favorite places to visit and eat, Internet users may want to reevaluate 
what information they share on social media sites.  The potential compromising of operational security, as well 
as personal security, may cause some smartphone owners to rethink how much information they share in the 
future. 
 

“I knew not to post anything on Facebook that would affect our security, but I never thought about what 
would happen if I checked into a location and accidently let the entire world know I wasn’t home,” said 
iPhone owner, Cpl. Jose Ramos with 1st Marine Division. “I’ll probably disable the GPS from now on.”   

 
The action of automatic geotagging takes place on many smartphones. Some are enabled by default.  Users 
can prevent their information from being posted by disabling the GPS function on their phone.  

 

These security measures should not be interpreted as intent to limit free speech or exercise editorial control.  
Freedom of speech does not include the right to endanger someone else's life or liberty!  
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In the business world, OPSEC awareness helps to instill confidence in clients, who can be assured that their 
trust is well placed. 

 

Our military has some great information on Operational Security for military families left here in the 
states and stationed abroad.  These little tidbits of info are great for us civilians too.  I have added a 
Preppers viewpoint to each item below. 

 

 

Distrust and caution are the parents of Distrust and caution are the parents of Distrust and caution are the parents of Distrust and caution are the parents of security.security.security.security.    
Benjamin FranklinBenjamin FranklinBenjamin FranklinBenjamin Franklin    

 

The Military’s Stance on: 
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"Man must exist in a state of balance between risk and safety. Pure risk "Man must exist in a state of balance between risk and safety. Pure risk "Man must exist in a state of balance between risk and safety. Pure risk "Man must exist in a state of balance between risk and safety. Pure risk 

leads to selfleads to selfleads to selfleads to self----destruction. Pure safety leads to stagnation. In between lies destruction. Pure safety leads to stagnation. In between lies destruction. Pure safety leads to stagnation. In between lies destruction. Pure safety leads to stagnation. In between lies 

survival and progress."survival and progress."survival and progress."survival and progress."    
UnknownUnknownUnknownUnknown    

 

Unofficial Websites  

 

The posting of pictures and information that is pertinent to your loved ones military unit to personal or family 
websites has the potential to jeopardize their safety and that of the entire unit.  Coordinate with your unit's 
Family Readiness Officer and have pictures screened and posted to the "Official" Key Volunteer website. This 
will ensure that you contribute to OPSEC and keep the force safe.  
 

For preppers this means that you will need to avoid places like Facebook, Twitter and Comcast for your 
personal web pages and online photo albums.  Like with ‘geotagging’ of pictures on iPhones and iPads, 
sites like these often embed your computer’s location information in the picture when you post online. 

 
What Information Is Sensitive?  Examples of Critical Information:  

 

The following examples may help you in defining parameters for your communications. It is important to 
remember that there are many more examples than those listed below:  
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1. Detailed information about the mission of assigned units.  
Preppers – Detailed information on preparedness stores, bug-out locations and escape routes. 

2. Details concerning locations and times of unit deployments.  
Preppers – Details of practice sessions and training locations and times. 

3. Personnel transactions that occur in large numbers (e.g., pay information, power of attorney, 
wills or deployment information).  
Preppers – No personal or group transactions that occur at all of any size. 

4. References to trend in unit morale or personnel problems.  
Preppers - ditto 

5. Details concerning security procedures.  
Preppers - ditto 

 
As we discussed previously these ‘OPSEC indicators’, or bits of information may seem insignificant.  However, 
to a trained adversary, they are small pieces of a puzzle that highlight what US forces are doing and planning.  
 

As a Prepper you do not want people who are not in your circle to know all this information or you will 
become a target to these people in a SHTF world.  Just as the elements of security and surprise are 
vital to the accomplishment of US goals and collective DOD personnel protection, they are just as vital 
to your survival in a SHTF situation.  

 
Where and how you discuss this information is just as important as with whom you discuss it.  An adversary's 
agents tasked with collecting information frequently visit some of the same stores, clubs, recreational areas or 
places of worship as you do.  
 

To keep oneself safe does not mean to buryTo keep oneself safe does not mean to buryTo keep oneself safe does not mean to buryTo keep oneself safe does not mean to bury    oneself.oneself.oneself.oneself.    
Marcus Annaeus SenecaMarcus Annaeus SenecaMarcus Annaeus SenecaMarcus Annaeus Seneca    
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Determined individuals can easily collect data from cordless and cellular phones and even baby monitors using 
inexpensive receivers available from local electronics stores.  
 
If anyone, especially a foreign national, persistently seeks information, notify your military sponsor immediately.  
 

As a Prepper when you are out and about, you need to be sure you are not discussing particulars in an 
open public arena.  Detailed talks should be in a secure location to reduce the knowledge that 
‘outsiders’ can collect – consciously or unconsciously.   

 

There are many countries and organizations that would like to harm Americans and degrade US influence in 
the world.  It is possible and not unprecedented, for spouses and family members of US military personnel to 
be targeted for intelligence collection.  This is true in the United States and especially true overseas!  
 

As a Prepper, we need to remember that our nice, friendly, passive neighbor can, and most likely will, 
become a deadly adversary in a SHTF scenario.  If you have had ‘loose lips’ when discussing your 
preparedness pre-SHTF, then these unprepared neighbors and friends will remember what you said 
and come after what you have to stay alive. 

 

1. Be Alert 

 

Foreign Governments and organizations can collect significant amounts of useful information by using spies. A 
foreign agent may use a variety of approaches to befriend someone and get sensitive information. This 
sensitive information can be critical to the success of a terrorist or spy and consequently deadly to Americans.   
 

The same is true of non-preppers, only they can deadly consequences to Prepared Americans. 
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2. Be Careful 

 

There may be times when your spouse cannot talk about the specifics of his or her job.  It is very important to 
conceal and protect certain information such as flight schedules, ship movements, temporary duty locations 
and installation activities, just to name a few.  Something as simple as a phone discussion concerning where 
your spouse is going on temporary duty or deploying to can be very useful to US adversaries.  
 

Any Prepper talking about their practice drills or new acquisitions in public is giving another piece of the 
puzzle to any non-preppers that overhear.  With the DHS campaign to be alert to domestic terrorism, a 
simple conversation about protective measures around your retreat could be reported, resulting in DHS 
deploying wiretapping of your phone conversations and other transactions. 

 

3. Protecting Critical Information 

 

Even though this information may not be secret, it is what the Department of Defense calls "critical 
information."  Critical information deals with specific facts about military intentions, capabilities, operations or 
activities.  If an adversary knew this detailed information, US mission accomplishment and personnel safety 
could be jeopardized.  It must be protected to ensure an adversary doesn't gain a significant advantage.  By 
being a member of the military family, you will often know some bits of critical information. Do not discuss them 
outside of your immediate family and especially not over the telephone.  
 

Any detail to do with your preparedness gives others bits and pieces of information that they can use 
against you if a crisis becomes critical in your area.  Better safe than sorry is the best rule of thumb and 
cannot be stressed enough. 
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Military OPSEC Rules:  

 

Don't discuss future destinations or ports of call!  
Don’t discuss future training sessions, bug-out plans or supply cache locations! 

 
Don't discuss future operations / Exercises or missions!  

Don’t discuss future training sessions, bug-out plans, supply quantities or supply caches! 
 
Don't discuss dates and times of when we will be in port or conducting exercises!  

Don’t discuss any personal preparedness dates of any kind! 
 
Don't discuss readiness issues and numbers!  

Ditto! 
 
Don't discuss specific training equipment or lack thereof! 

Ditto! 
 
Don't discuss people's names and billets, Regiments in conjunction with operations! 

Don’t discuss the names, locations or duties of people in your household or group in conjunction with 
your preparedness plan!  

 
Don't speculate about future operations! 

 Ditto! 
 
Don't spread rumors about operations! 

Ditto! 
 
Don't assume the enemy is not trying to collect information!  

Don’t assume a non-prepper is not trying to collect information on you and your preparedness! 
 
Don't discuss Security Procedures, movements, or arms.  

Ditto! 
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To be on the alert is to live; to To be on the alert is to live; to To be on the alert is to live; to To be on the alert is to live; to be lulled into security is to die.be lulled into security is to die.be lulled into security is to die.be lulled into security is to die.    
Oscar WildeOscar WildeOscar WildeOscar Wilde    

 

Be Aware and Be Smart; use your head, and always think OPSEC when using email, phone, internet (social 

networks, chat rooms, blogs and message boards) or talking in public!  
 

And be sure that you realize that information can be put together.  If you leak a bit here and a bit there, it 
doesn't take much to put it together for the whole picture and there are those out there with nothing but that 
goal in mind. 

 

And if you are not sure whether it’s okay to say - then DON'T!  

 

These are guidelines taken from both Department of Defense (DOD) and other military web 

pages: 

 

� DON’T USE YOUR SERVICE MEMBER’S REAL NAME – nicknames/handles are best. 
� Don’t discuss current or future destinations/ ports of call/deployment bases . 
� Don’t discuss current or future operations or missions. 
� Don’t discuss current or future dates and times of exercises or missions. 
� Don’t discuss readiness issues and numbers. 
� Don’t discuss specific training equipment. 
� Don’t discuss people’s names and operations. 
� Don’t speculate about current or future operations. 
� Don’t spread rumors about current, future, or past operations or movements. 
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� Don’t assume the enemy is not trying to collect information on you; he/she is. 
� Be smart, use your head, and always think OPSEC when using email, phone, chat rooms and 

message boards. 

 

Phishing is a major problem because there really is no patch for Phishing is a major problem because there really is no patch for Phishing is a major problem because there really is no patch for Phishing is a major problem because there really is no patch for 

human stupidity.human stupidity.human stupidity.human stupidity.    
Mike DanseglioMike DanseglioMike DanseglioMike Danseglio    

program manager in the Security Solutions group at Microsoft, April 4, 2006program manager in the Security Solutions group at Microsoft, April 4, 2006program manager in the Security Solutions group at Microsoft, April 4, 2006program manager in the Security Solutions group at Microsoft, April 4, 2006    

 
A common violation of OPSEC is " My soldier is leaving on Friday" This is considered very specific 
information and lots can be told about this. A good example would be to say My soldier leaves soon .   
It would be better to not say anything until they are safe in their new location. (" My soldier arrived safe 
and sound at his new FOB ". 

 

Today, keeping information safeguarded is known as OPSEC or Operational Security. This is an 
incredibly important task for military members, military families and friends. We never know who may 
be listening or trying to gain information about our military. For this reason, it is always important to 
make sure that information doesn't fall into the wrong hands.  
 
First and foremost, those who serve in the military should not be sharing sensitive information with 
others who are not in the military. It is important to realize that this may even include sharing pictures 
online. A seemingly innocent picture can actually provide a lot of information to the enemy including 
weapons systems and location.  
 
If those in the military do not share information with family members or friends, it is much less likely that 
they will slip up and say something that could put the military member or his unit in danger. He should 
always be aware of what he is saying when he is sharing information about his day. This is particularly 
true when he is away training or when he is deployed overseas.  
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If privacy is outlawed, only outlaws willIf privacy is outlawed, only outlaws willIf privacy is outlawed, only outlaws willIf privacy is outlawed, only outlaws will    have privacy.have privacy.have privacy.have privacy.    
Philip ZimmermannPhilip ZimmermannPhilip ZimmermannPhilip Zimmermann    

 

OPSEC generally covers several different scenarios that should never be discussed with those who are 

not on a need-to-know basis. This includes: 

 

1. Deployment dates. This includes when troops are deploying overseas and when they 
are redeploying back home. In addition to leaving and returning from the deployment as a 
whole, this also includes when soldiers leave and return for R&R leave time.  
2. Training. Information on where, how and why they train should not be shared. 
Information that appears benign to us may be just what the enemy needs.  
3. Numbers, equipment or other security information. Information about the number who 
are involved, the type of equipment or weapons systems they use or other sensitive information 
should never be shared.  
4. Troop movements. In addition to not sharing deployment dates, when they are overseas, 
it should also not be shared when they are leaving for a mission or changing locations.  

 

As a general guide, the following statements would violate OPSEC: 

 

1. My soldier deploys in the 2nd week of November...or in three days...or next Tuesday...or 
in the next week. All of these statements reveal a date of deployment, even if it is not overly 
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specific. It is best to keep this information to yourself. If you must share, such as with friends or 
family, do so over the phone and not in a potentially public forum such as Facebook.  
2. My husband's unit is leaving for three days to conduct OPFOR (opposing force) training in 
Louisiana. While they are gone, they will be doing activities x, y and z. This is too much 
information and is not necessary for anyone to know. You can generally say he is gone for 
training if you feel safe in doing so, but there's no reason to detail his training while he is gone.  
3. Please say a prayer for my soldier's unit. They are leaving tomorrow night to go on a 
mission in Kabul. This is entirely too much information and puts the mission as well as his unit at 
risk. You can ask for prayers for him or his unit without giving out specific information. Knowing 
that he is deployed overseas should be enough of a reason to add him to the prayer list.  

 

When you know that you're capable of dealing with whatever comes, When you know that you're capable of dealing with whatever comes, When you know that you're capable of dealing with whatever comes, When you know that you're capable of dealing with whatever comes, 

you have the only security the world has to offer. you have the only security the world has to offer. you have the only security the world has to offer. you have the only security the world has to offer.     
Harry BrowneHarry BrowneHarry BrowneHarry Browne    

 

Keep in mind that some units may have more specific and stricter OPSEC guidelines. For example, 
many special operations units will not allow the family to discuss the deployment at all. No one is 
allowed to know that the unit is deployed. If your military member's unit has stricter guidelines, you 
should follow those OPSEC rules when speaking about your military member or his unit.  
 
While for many units it is completely acceptable to say that your spouse is deployed, always consider 
who is receiving this information. For instance, you may not want it to be posted in your local 
newspaper to alert everyone that you are now living alone. Be smart in who you speak to about his 
deployment. There's really no reason to alert strangers to his absence.  

 

Be careful and you will save many men from the sin of robbing you.Be careful and you will save many men from the sin of robbing you.Be careful and you will save many men from the sin of robbing you.Be careful and you will save many men from the sin of robbing you.    
Ed HoweEd HoweEd HoweEd Howe    

 

PERSEC 

 

And that brings us to PERSEC or Personal Security. This is protecting your personal information. While the 
military is not as strict on PERSEC as they are on OPSEC, it is still an important aspect of security.  
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PERSEC focuses on protecting information such as rank, your home address and information about your 
family. Generally, it is basic common sense that reminds you not to advertise that you are living alone or 
otherwise giving out personal information to others who you may not know.  
 
PERSEC has become more important with the invention of the internet, particularly with the number of military 
support message boards that are out there. While it may seem to be a safe community full of other military 
members, it can never be guaranteed to be 100% secure. For this reason, you should always safeguard your 
personal information. Just as you wouldn't advertise your social security number online, you shouldn't alert 
everyone to your other personal information either.  
 
If you ever have questions about OPSEC and PERSEC and how it applies to you, you can always contact the 
family readiness group for guidance. If they are unable to answer your questions, they should be able to refer 
you to someone in the unit who can find the answers for you.  

 

The absolute best advice is that it is better to be safe than sorry. If you question whether you should be talking 
about something, especially online, then don't . Ask someone first, such as your soldier, before you say 
something that you may not be able to take back. Protecting our soldiers is a responsibility that rests on all of 
our shoulders. As family members, we can be responsible by keeping confidential information close to the vest  
 

OPSEC is an awareness of your surroundings (Situational Awareness) and the foresight to 

keep information private in order to stay safe. 

 

We have discussed OPSEC for vehicles and on the Internet, but there is one topic that doesn’t get covered 
frequently – phone calls from overseas.  These are phone calls that are not from your spouse. 
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"It's an old adage that the way to be safe is never to be secure. Each one "It's an old adage that the way to be safe is never to be secure. Each one "It's an old adage that the way to be safe is never to be secure. Each one "It's an old adage that the way to be safe is never to be secure. Each one 

of us requires the spur of insecurity to force us to do our best."of us requires the spur of insecurity to force us to do our best."of us requires the spur of insecurity to force us to do our best."of us requires the spur of insecurity to force us to do our best."    
Harold W. DoddsHarold W. DoddsHarold W. DoddsHarold W. Dodds    

 
WHO’S CALLING 

 
It is unnerving to have someone make a call like this to your home.  Most spouses want to know why this 
happens. Basically, it is a form of terrorism meant to upset service members and their families, especially while 
the service members are doing their job.  Terrorists are hoping that all involved, both at home and abroad, are 
going to be rattled and the deployed service members won’t be able to concentrate on their mission, thereby 
creating a weakness to the terrorists’ advantage.  
 

For Preppers, getting a phone call from someone you don’t know, has a blocked or otherwise unknown 
number asking personal questions, is un-nerving to say the least.  If this unknown person starts asking 
questions on preparedness then it is downright threatening!  Make sure your Prepper family and friends 
understand that it is unwise and could be deadly to discuss preparedness information in public and to 
never, ever give out your phone numbers or email addresses. 

 

PROTECTING VITAL INFORMATION 
 
It is vitally important that service members’ information be protected.  In addition to reminding those in your 
household to not share your spouse’s unit, location, deployment dates, mission, MOS and more, it is a good 
idea to remind parents and in-laws to do the same. 
 

Preppers, make sure your family and friends do not discuss your preparedness details with anyone 
outside your household or group. 

 
KNOW WHAT YOU’RE SAYING 
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On the flip side, military spouses making calls overseas to their deployed soldiers should also be conscious of 
what they are saying over the phone. Too much information regarding family situations can also be beneficial 
to anyone who may be monitoring the phone call. Sensitive information regarding the home front can also be 
used to exploit the service member. 
 

“Remember, terrorism is a method of using fear to obtain an objective, either politically, geographically, 
financially, or, all three,” said the counterintelligence agent who has been instrumental in providing 
OPSEC tips for this series. “Your best bet in countering terrorism and other threats is to not stand out in 
a crowd, and to keep private information private. There is no need to announce that a spouse is not 
home, because not only is it unsafe during a deployment, it is just not safe to offer that information at 
anytime.” 

 

"Security is the priceless product of freedom. "Security is the priceless product of freedom. "Security is the priceless product of freedom. "Security is the priceless product of freedom.     

Only the strong can be secure, and only in freedom can men produce Only the strong can be secure, and only in freedom can men produce Only the strong can be secure, and only in freedom can men produce Only the strong can be secure, and only in freedom can men produce 

those material resources which can secure them from want at home and those material resources which can secure them from want at home and those material resources which can secure them from want at home and those material resources which can secure them from want at home and 

against aggression fromagainst aggression fromagainst aggression fromagainst aggression from    abroad."abroad."abroad."abroad."    
B. E. HutchinsonB. E. HutchinsonB. E. HutchinsonB. E. Hutchinson    

 
Keeping your family safe is just one important task of being a military spouse. Yes, being a military spouse is a 
tough job, but it’s the most rewarding one and just one way to serve our nation. 
 

As a Prepper, keeping your family and group members safe is one of the most important tasks you 
have on your To-Do List.  It is a big job to not only be prepared, but to be prepared for the unexpected 
scenarios that can occur after the SHTF.   
 

• When in public, on the phone (landline or cell), on the internet or in email – talk in generalities 
and not specifics.  Never discuss specifics.  

• Disguise your preparedness storage supplies.  
• No one outside your family or group should know about any cache or bug-out locations; 

supplies or strategies and the like. 
 
Sample Call  

 
Military family member can gets a call: from a person asking if the deployed family member is at home. 
Sometimes they will say they are calling from another country, other times, they don’t identify where the call 
may be coming from. The caller doesn’t really even say why they are calling, they just ask for the deployed 
family member. These callers may or may not have a foreign accent.  
 

A Prepper family member gets a call from a person asking if they will take a short survey; the first 
question is rather mundane like “do you feel we are in threatening times?”; each successive question 
will be more specific and generally ask more personal and detailed questions on preparedness.  Much 
like a robber will call asking about your shopping habits and get the unsuspecting person on the phone 
to reveal when they usually go shopping. 
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Better be despised for too anxious apprehensions, than ruBetter be despised for too anxious apprehensions, than ruBetter be despised for too anxious apprehensions, than ruBetter be despised for too anxious apprehensions, than ruined by too ined by too ined by too ined by too 

confident security.confident security.confident security.confident security.        
Edmund BurkeEdmund BurkeEdmund BurkeEdmund Burke    

 

6 Steps to Stay Safe 

 

Step 1. First, and foremost, stay calm. It can be unnerving to have someone ask for your deployed spouse. 
Yes, stay calm and polite. 

Step 2. Do not, under any circumstance, reveal that your spouse isn’t home. Simply state, “May I ask who’s 
calling?” or, “He/she can’t get to the phone, may I take a message?” will suffice.  

Never immediately state if a family member is home or not.  Ask who is calling and then say that the 
person is unable to come to the phone and “can he/she call you back?  Who should he/she ask for and 
what number should they call?” 

Step 3. Do not over-react with, “Who is this?” or, “Why are you calling?” 
Ditto 

Step 4. Document the time, date, caller’s gender, caller’s accent, and what questions they asked. If you have 
caller ID, write the number down. 

Ditto 
Step 5. Pay attention to background noise. 

Ditto and make a note of it 
Step 6. Report the call to your local military authorities or your spouse’s unit.  

Keep a record of these types of calls.  Ask your family or group member that was requested if they 
know this person.  If they do not know the caller then either do a reverse look-up on the internet based 
on the phone number or for AT&T Landlines you may have one of the following options (from Your AT&T 

Local Service Guide @ https://www.customerservice.att.com/assets/pdf/EnglishGuide.pdf): 
 

The following features may be options within your monthly call plan, or can be ordered a la carte or as 
pay-per-use.  Add additional features by calling 1 800 288-2747. All features are not available in all areas. 
Note: Rotary phone sers should consult their Residential phone book for dialing instructions. 
 
Anonymous Call Rejection (ACR) 
If you do not want to receive a call from someone when Caller ID is blocked, respond with an 
announcement that informs the caller that you are not accepting Caller ID blocked calls and tells the caller 
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to unblock their phone number if they wish to speak with you. You must purchase Caller ID to activate this 
function. To activate this feature press *77 .  To deactivate, press *87 . 
 
Call Block 900/976 
Call Block 900/976 is automatically activated at no charge when you subscribe to AT&T Local Service so 
that 900/976 calls cannot be made nor charged to your line. 
 
Call Block 
Allows you to block up to six pre-selected phone numbers. To block a designated phone number, press 
*60 , press #, wait for the dial tone, and dial the first designated phone number you wish to block, followed 
by the #. Repeat this process to add more phone numbers. To deactivate, press *80. Calls from cellular 
phones and calls placed with operator assistance cannot be blocked. 
 
Last Call Return 
Allows you to dial the last number called whether you answered the call or not. Press *69 to hear a 
recording of the phone number of the last incoming call. If the line is busy or there is no answer, Call 
Return will continue trying to reach the calling party for 30 minutes. Press *89 to deactivate Call Return 
before the 30 minutes have elapsed. 
 
Call Screening 
Allows you to block phone numbers from a list you’ve designated and route them to a message indicating 
you’re not receiving calls at this time. Dial *60 to activate and follow the instructions. Dial *80 and follow 
the prompts to deactivate. 

 
Call Trace 
If you receive a harassing or threatening call, you can have the number traced. To activate this feature, 
hang up immediately from an offensive phone call. Wait 10 seconds, pick up the handset, and press *57 
to trace the call. If the trace is successful, a confirmation announcement will be given and further 
instructions will be provided. If the trace is unsuccessful, you will hear an error message. Call Trace is a 
feature, not an emergency number. 

 
For cell phones you will need to contact your wireless provider for what options are available with your 
plan. 
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Ok so basically Operations Security or OPSEC, for us Preppers is really just plain 

common sense.  

 
For Preppers and preparedness groups OPSEC is imperative.  You cannot count on a non-prepper friend, 
acquaintance or co-worker to retain the passive, laid back mentality when they are confronted with survival.   
 
I remember a bad flood in PA back in the late 1960’s:   
 
The farm where I boarded my horses was next to several other farms and one of the farm families was totally 
against hunting and firearms.  When the flood struck and help was days away, this passive farmer became 
very violent, stopped a thief, took the thief’s firearm and shot the next thief!   

 

Bottom line: Never underestimate what a human will do in a life and death situation. 

 
Think about this if you always go to the store every Tuesday or to a play every third Friday, this is a pattern that 
your neighbors will notice, even if it is unconscious.   If you have discussed more than general preparedness 
with this neighbor or had your primary food stores where this neighbor could see them when visiting – You are 
now a target for them when they lack what they either perceive you have or know you have. 
 

Amateurs hack systems, professionals hack people.Amateurs hack systems, professionals hack people.Amateurs hack systems, professionals hack people.Amateurs hack systems, professionals hack people.    
Bruce SchneierBruce SchneierBruce SchneierBruce Schneier    

 
We humans just love to show others how successful we are.  We wear designer clothing and jewelry, drive 
high end vehicles, live in large homes and go to high end events.  This is advertising our successes.  Although 
there is basically nothing wrong with this in theory – in the real world this is setting ourselves up as targets.  
We don’t have to be a Prepper to become a target to thieves and home invaders or robbery.   
 

Our family and friends will know we are successful without us having to show strangers that we are and that 

should be good enough.   
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"In any given moment we have two options: "In any given moment we have two options: "In any given moment we have two options: "In any given moment we have two options:     

to step forward into growth or to step back into safety.”to step forward into growth or to step back into safety.”to step forward into growth or to step back into safety.”to step forward into growth or to step back into safety.”    
Abraham MaslowAbraham MaslowAbraham MaslowAbraham Maslow    

 

Stranger Danger 

 
Any stranger or acquaintance that knows or inquires about personal details on your habits, goals, purchases, 

likes and dislikes, is a potential threat.  This is why OPSEC so important to every citizen! 
 
There was this one Preparedness group that I worked with that wanted to know who my personal sources 
were.  When I told them I wouldn’t jeopardize their safety by giving away who they were, this group decided I 
was worthless.  Yet this was a perfect example of someone (most likely unintentionally) attempting to break the 

number one rule of OPSEC – Loose Lips Sink Ships! 
 
Then there was this other group that was giving out too much detailed information during their recruitment 
meetings.  When I pulled the leader aside and explained to keep it general, he asked how, when potential 
members were asking specific questions.  I said use phrases like:  “We have achieved our immediate short 
term goals and are constantly going after our long term goals with consistent success.”  Or “That is more 
information than a novice Prepper or potential member needs at this time.  If you join us, you will learn with us.”  
 

Oh the Reality Check is:   Yes, if a thief wants what you have; there is at least one out there will succeed in 

getting it.  Yes, if an ‘enemy’ really wants to know what you have, where you live, what you do; there is at least 

one out there that will succeed in doing so.  The flip side to this is that there are many, many more that will 
not succeed, even if they do try.  So don’t give out signals, signs and information on yourself freely for all of 
those that may try.   

 

The less you put out there for all to see and hear; the less risk to you! 
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Couple OPSEC with other security tools, like Situational Awareness and you can now be 

confident that you and yours are as safe as anyone can be in this day and age. 

 

� Don’t advertise or discuss your preparedness specifics outside of your family and group 
members (not in an uncontrolled public area).  Be sure all household and group members do 

the same. Never discuss or release “detailed” information. 

� Keep information on a “need to know” basis. 
� Practice Situational Awareness.  Who is around you?  Who is calling? What is 

happening around you: in your town; in your county; in your state; in the US and 

internationally? 

� Use wireless and internet communications for general preparedness information 
transfer only. 

� Shred ALL ‘private’ paper information before putting in the trash.  
� Vary your routines, preparedness and daily life. Don’t be predictable.  
� Disguise your preparedness supplies; Never reveal its location. 
� Use a high level of trust to sustain your security levels. 
� Respect the privacy of others and most will respect your privacy. 
� Be Alert; Be Ready; Be Prepared. 

 

As for creating your own OPSEC guidelines use Riverwalker’s Rule of 3: 
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1. Simplicity : Your OPSEC procedures should be designed with a simple set of rules that can 
be easily followed in order to maintain your security. All family members should be able to 
follow and observe your OPSEC guidelines with a minimum of instruction. Complex or more 
difficult procedures are often harder to establish and may be difficult to enact properly in order 
to maintain higher levels of security. 

 

2. Secrecy :  OPSEC will help you maintain an effective level of secrecy in order for you to 
reach your goals in an effective manner without endangering your security. The most important 
thing of this aspect of OPSEC is that specific and detailed information about your activities 
should be kept on a “need to know basis only”. The more people that know about an activity; 
there is less of a chance of you being able to keep that activity private. 

 

3. Sustainability : Any plans for your OPSEC must be capable of being sustained continuously 
at all levels. All family members, young, old and in between, should understand the importance 
of not revealing vital information about your activities or resources. In this regard, only those 
persons whom you completely trust and could rely on to maintain your security should be 
included in your security plans. 

 

"There is no security on this earth, there is only "There is no security on this earth, there is only "There is no security on this earth, there is only "There is no security on this earth, there is only opportunity."opportunity."opportunity."opportunity."    
General Douglas MacArthurGeneral Douglas MacArthurGeneral Douglas MacArthurGeneral Douglas MacArthur    

(American General who commanded the Southwest Pacific Theatre in World War II, 1880(American General who commanded the Southwest Pacific Theatre in World War II, 1880(American General who commanded the Southwest Pacific Theatre in World War II, 1880(American General who commanded the Southwest Pacific Theatre in World War II, 1880----1964)1964)1964)1964)    
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For an OPSEC Glossary of Terms  see http://www.opsecprofessionals.org/terms.html  
 

There is no castle so strong that it cannot be overthrown by money.There is no castle so strong that it cannot be overthrown by money.There is no castle so strong that it cannot be overthrown by money.There is no castle so strong that it cannot be overthrown by money.    
CiceroCiceroCiceroCicero    

 

Take the OPSEC Fun Quiz  (http://www.opsecprofessionals.org/funquiz.html)  
 

1. The first "step" in the OPSEC process is: 
a)  Assessment of the risks 
b) Application of the countermeasures 
c)  Identification of the critical information 
d) To Stop doing stupid things 

 
2. OPSEC, as a methodology, originated in _____________. 

a) the Korean War 
b) the Vietnam Conflict 
c) World War II 
d) the War of the Roses 

 
3. "OPSEC" means: 

a) Operations Security 
b) Optional Security 
c)  "Oops" Security 
d) Overall-posture security 

 
4. The _________ team was ordered into existence by __________. 

a) Purple Dragon, Admiral Ulysses Sharp 
b) Crouching Tiger, Captain K. Engroo 
c) Spartan II, Sergeant Major Avery Johnson 
d) Purple Dragon, President Regan 

 
5. Which of the following is an ILLEGAL method used by adversaries to gain info? 

a) Dumpster Diving 
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b) Public Eavesdropping 
c) Asking Nicely 
d) None of the above 

 
 

1. C 
2. B 
3. A 
4. A 
5. D 

 

It is much more secure to be feared than to be loved.It is much more secure to be feared than to be loved.It is much more secure to be feared than to be loved.It is much more secure to be feared than to be loved.    
Niccolo MachiavelliNiccolo MachiavelliNiccolo MachiavelliNiccolo Machiavelli    

Resources 

‘Secret Patriot Act’ Will Stay Secret http://daviddegraw.org/2011/08/secret-patriot-act-will-stay-secret/  

10 Ways We Are Being Tracked, Traced, and Databased http://theintelhub.com/2010/07/10/8704/  

2010 State of OPSEC Survey-Covering the 2009 Calendar Year http://www.opsecprofessionals.org/resources/2009_State_Of_OPSEC_Surv

ey.pdf  

2011 State of OPSEC Survey-Covering the 2010 Calendar Year http://www.opsecprofessionals.org/resources/2010_State_Of_OPSEC_Surv

ey.pdf  

A Complete Overview of OPSEC http://www.opsecprofessionals.org/training/OPSEC_Training.pdf  

A Few Thoughts on That Nasty 'M' Word http://www.scribd.com/doc/76961593/A-Few-Thoughts-on-That-Nasty-M-

Word  

A Primer on Situational Awareness http://www.stratfor.com/weekly/20100609_primer_situational_awareness  

A Primer on Situational Awareness for Teotwawki http://rockymountainsurvivalinstitute.com/2011/05/primer-on-situational-

awareness-for.html  

A Primer on Situational Awareness-Tactical Intelligence http://www.tacticalintelligence.net/blog/a-primer-on-situational-

awareness.htm  

ACLU Spy Files http://www.aclu.org/spy-files  

Analysis, Dissemination, Visualization, Insight and Semantic 

Enhancement (ADVISE) 

http://washingtontimes.com/national/20070308-124323-4382r.htm  

ANTS – Americans Networking To Survive http://www.scribd.com/doc/50950342/ANTS-%E2%80%93-Americans-

Networking-To-Survive  

Basic Security Awareness By Geraint Jones http://www.c4i.org/geraintsecurity.pdf  same as 

http://www.codenameinsight.com/files/geraintsecurity.pdf  

Beware Of The Dangers Of Geotagging From Your SmartPhone http://www.connectyourhome.com/news_and_articles/internet-

technology/beware-of-the-dangers-of-geotagging-from-your-smartphone/  

Big Brother Is No Longer Fiction: On the Internet, Everyone 

Knows You're a Poindexter 

http://alum.mit.edu/news/WhatMatters/Archive/200301  

Big Brother Spying on Americans' Internet Data? http://abcnews.go.com/Politics/story?id=3833172&page=1  

Bush administration's domestic spying programs http://www.sourcewatch.org/index.php?title=George_W._Bush%27s_dom

estic_spying  

Carnivore,  Einstein,  Tempest,  and  Echelon (domestic http://www.akdart.com/carniv.html  
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surveillance) 

Civil Defense Training http://www.scribd.com/doc/24681304/Civil-Defense-Training  or 

http://www.scribd.com/doc/7439500/Civil-Defense-Training  for TACOA    

Creating Situational Awareness: A Systems Approach http://www.iom.edu/~/media/Files/Activity%20Files/PublicHealth/MedPre

p/Jun-10-11-2009-Commissioned%20Papers/Jun-10-11-2009-

Commissioned-Paper-Creating-Situational-Awareness-A-Systems-

Approach.pdf  

Data Mining Moves from Big Brother to Baby Brother http://privacynotes.com/privacy_blog/  

Developing integrated technologies for civil and military 

applications 

http://www51.honeywell.com/aero/common/documents/myaerospacecat

alog-documents/Defense_Brochures-

documents/AdvTactical_Situation_Awareness_Military.pdf  

Developing Situational Awareness for Modern Survival Living http://www.thesurvivalpodcast.com/devloping-situational-awareness-for-

modern-survival-living  

Domestic Preparedness Journal Article: The Need for 

Situational Awareness in a CBRNE Attack 

http://www.wittassociates.com/news/archive/in-the-

news/2010/10/28/domestic-preparedness-journal-article-the-need-for-

situational-awareness-in-a-cbrne-attack/  

Domestic Surveillance http://www.akdart.com/warpage71.html  

Enhancing Tactical Situation Awareness http://www.dodccrp.org/events/7th_ICCRTS/Tracks/pdf/080.PDF  

FBI director wants ISPs to track users http://news.com.com/FBI+director+wants+ISPs+to+track+users/2100-

7348_3-6126877.html  

Female Self Defense: Situational Awareness http://survivalcache.com/female-self-defense-situational-awareness/  

Foursquare's Stalker Problem http://www.thedailybeast.com/articles/2010/08/08/foursquare-and-

stalking-is-geotagging-dangerous.html  

Geo Tagging Dangers http://www.transparentlyteaching.com/1/post/2011/10/geo-tagging-

dangers.html  

George Washingon-known OPSEC practitioner-OPSEC in his 

own words 

http://www.opsecprofessionals.org/reading.html  

Geotagging http://en.wikipedia.org/wiki/Geotagging  

Geo-Tagging: The Dangers Of Posting Pictures Online http://newyork.cbslocal.com/2010/11/03/geo-tagging-the-dangers-of-

posting-pictures-online/  

Geotagging: The Hidden Danger in Your Smartphone http://www.myid.com/blog/danger-geotagging-smartphone/  

Geotagging: Who Is Watching You? http://www.blowide.com/2011/08/geotagging-who-is-watching-you/  

Geotags invade privacy and OPSEC http://www.marines.mil/unit/imef/Pages/GeotagsinvadeprivacyandOPSEC.

aspx#.Tz1XilF2E1A  

How are you doing this (Geotagging)? http://icanstalku.com/how.php  

How do I disable this (Geotagging)? http://icanstalku.com/how.php#disable  

How it works (Geotagging security) http://www.geotagsecurity.com/how-it-works/  

How to Conduct an Operations Security (Opsec) Assessment http://www.wikihow.com/Conduct-an-Operations-Security-%28Opsec%29-

Assessment  

How to Form a Successful Preparedness Survival Group   http://www.scribd.com/doc/57777638/How-to-Form-a-Successful-

Preparedness-Survival-Group-Plan-Ver-5  

How to Make a Preparedness Plan That Works & Not Go 

Broke 

http://www.scribd.com/doc/50950827/How-to-Make-a-Preparedness-

Plan-That-Works-Not-Go-Broke-Ver-6  

How to Put an End to Unwanted or Harassing Phone Calls http://www.privacyrights.org/fs/fs3-hrs2.htm#4  

how trace private number call http://www.askmehelpdesk.com/landline-phones/how-trace-private-

number-call-90487.html  

iPhone & Android Geotagging Danger http://thinking-online.com/tech/your-smartphone-gps-can-be-dangerous/  

Is the Pentagon Spying on Americans? - Secret Database 

Obtained by NBC News Tracks ‘Suspicious’ Domestic Groups 

http://www.msnbc.msn.com/id/10454316/  

Just How Prepared Are You? - Tests & Quizzes http://www.scribd.com/doc/72386930/Just-How-Prepared-Are-You-Tests-

Quizzes        

Learn the hidden dangers of geotagging http://keepyourfamilysafeonline.com/geotag/  

Loss of US Civil Liberties - NSA Wiretapping / Stellar Wind http://www.historycommons.org/timeline.jsp?civilliberties_surveillance=ci

villiberties_nsa_wiretapping&timeline=civilliberties  

Navy Wives Online OPSEC Rules http://www.navywivesonline.com/id28.html  

New Profiling Program Raises Privacy Concerns http://www.washingtonpost.com/wp-

dyn/content/article/2007/02/27/AR2007022701542_pf.html  

Official OPSEC Resources http://www.opsecprofessionals.org/official.html  
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Operations security http://en.wikipedia.org/wiki/Operations_security  

OPSEC A Guide For Family and Friends http://www.armymedicine.army.mil/sfrc/OPSECTrifold.pdf  

OPSEC and Culture in Control Systems Management to Users http://www.us-

cert.gov/control_systems/practices/documents/OpSec%20Rec%20Practice.

pdf  

OPSEC and Law Enforcement-From Law Enforcement Specialist 

Melinda Grover 

www.opsecprofessionals.org/training/OPSEC_And_Law_Enforcement.ppt  

OPSEC and PERSEC http://www.militaryspot.com/resources/opsec-and-persec/  

OPSEC and Social Engineering for Kids-From Tom Ryan www.opsecprofessionals.org/training/Dangers_of_Social_Networking_for_

Kids.ppt  

OPSEC and Social Networking http://www.internetsafetyawards.org/pdfs/opsec.sn.pdf  

OPSEC and Social Networking www.cpf.navy.mil/staff/n2n39/.../OPSEC_and_Social_Networking.p...  

OPSEC and you video http://www.opsecprofessionals.org/training/OPSEC_and_you.wmv  

OPSEC at Home (Trifold) http://www.opsecprofessionals.org/resources/OPSEC_at_home.pdf  

OPSEC basic training www.opsecprofessionals.org/training/basic_training.rar (compressed/zip 

file) 

OPSEC Communications Device Trouble (cell phone) www.opsecprofessionals.org/training/cell.pps  

OPSEC for Children www.opsecprofessionals.org/training/KidsOPSEC.ppt  

OPSEC Fun Quiz http://www.opsecprofessionals.org/funquiz.html  

OPSEC Glossary of Terms http://www.opsecprofessionals.org/terms.html  

OPSEC Good Security is a Group Effort www.opsecprofessionals.org/training/DOC_OPSEC.ppt  

OPSEC Intro to Open Source Intelligence-OSINT www.opsecprofessionals.org/training/OSINT_intro.pptx  

OPSEC OSINT and TRASHINT www.opsecprofessionals.org/training/osint_and_trashint.pptx  

OPSEC Risk Analysis Chart from IOSS www.opsecprofessionals.org/resources/Risk_Anlysis_Chart_IOSS.doc  

OPSEC training for new hires www.opsecprofessionals.org/training/newhires.ppt  

OPSEC Vulnerabilities and Indicators www.opsecprofessionals.org/training/vulnind.ppt  

OPSEC: The Game! http://www.opsecprofessionals.org/OPSEC_game.html  

OPSEC-Good Security is a Group Effort http://www.osec.doc.gov/osy/PDF/DOCOPSEC.pdf  

OPSEC-Introduction to Operations Security www.wrc.noaa.gov/wrso/briefings/opsec%20overview.ppt  

OPSEC-Operations Security and Signal Security 2007-Army 

Reg 430.1 

http://www.fas.org/irp/doddir/army/ar530-1.pdf  

Play the What if Game http://www.scribd.com/doc/53904557/Play-the-What-if-Game  

Policing Free Speech-Police Surveillance and Obstruction of 

First Amendment-Protected Activity 2010 

http://www.aclu.org/files/assets/Spyfiles_2_0.pdf  

Practical OPSEC for Military Families www.opsecprofessionals.org/training/family.ppt  

Property and Privacy Protection http://www.famguardian.org/Subjects/PropertyPrivacy/PropertyPrivacy.ht

m  

Researchers Show How Twitter, Twitpic Make Stalking Simple http://www.forbes.com/sites/firewall/2010/07/19/researchers-show-how-

twitter-twitpic-make-stalking-simple/  

Researchers Warn of Geotagging Dangers - Are You 

Concerned? 

http://www.readwriteweb.com/archives/researchers_warn_of_geotagging

_dangers_are_you_concerned.php  

Reverse Lookup www.intelius.com/ReverseLookup  

Reverse Phone Lookup www.anywho.com/reverse-lookup  

Reverse Phone Lookup www.phonebooks.com  

Reverse Phone Lookup www.ussearch.com  

Reverse Phone Lookup by RLookup http://rlookup.com/  

Reverse Phone Number Lookup www.whitepages.com/reverse_phone  

Secret Snoop Conference for Gov't Spying: Go Stealth, Hit a 

Hundred Thousand Targets 

http://www.networkworld.com/community/blog/secret-snoop-

conference-govt-spying-go-stealt  

Senate Panel Keeps ‘Secret Patriot Act’ Under Wraps http://www.wired.com/dangerroom/2011/08/senate-panel-keeps-secret-

patriot-act-under-wraps/  

Situational Awareness http://captaindaveinc.com/guide/chapter-4-beyond-the-basics/situational-
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awareness/  

Situational Awareness http://www.earlyalert.com/situational_awareness.html  

Situational Awareness http://www.uscg.mil/auxiliary/training/tct/chap5.pdf  

Situational Awareness and You (pdf) http://www.scribd.com/doc/61546986/Situational-Awareness-and-You  

Social Networking and OPSEC-Version I-470th MI Brigade 

Social Networking and OPSEC-Version II-470th MI Brigade 

www.opsecprofessionals.org/training/Dangers_of_Social_Networking_I.ppt 

http://www.opsecprofessionals.org/training/Dangers_of_Social_Networkin

g_II.ppt  

Spying on Americans http://www.nytimes.com/2007/05/02/opinion/02wed1.html  

Spying on Free Speech Nearly At Cold War Level http://www.networkworld.com/community/blog/aclu-report-spying-free-

speech-nearly-cold-wa  

Stealth Security - OPSEC Guidelines for Preppers - Simplicity, 

Secrecy and Sustainability 

http://stealthsurvival.blogspot.com/2012/02/stealth-security-opsec-

guidelines-for.html  

Stop Snooping http://www.hazards.org/privacy/  

Surveillance in America http://www.ala.org/Template.cfm?Section=ifissues&Template=/ContentM

anagement/ContentDisplay.cfm&ContentID=77694  

Tactical Decision Aids and Situational Awareness RTO-EN-019 http://www.rta.nato.int/Pubs/rdp.asp?RDP=RTO-EN-019  

Tactical Situational Awareness of Enemy Gunfire http://www.nrl.navy.mil/content_images/06Optical%28Pauli%29.pdf  

Terrorism, Safety and Situational Awareness http://www.swatdigest.com/  

The Dangers of Geotagging and What You Can Do to Protect 

Yourself 

http://www.privatewifi.com/the-dangers-of-geotagging-and-what-you-

can-do-to-protect-yourself/  

The internet is spying on you http://theweek.com/article/index/206877/the-internet-is-spying-on-you  

The Obama Administration's "Secret Law" to Spy on Americans http://www.globalresearch.ca/index.php?aid=25843&context=va  

The Official Minuteman Civil Defense Corps Volunteer Training 

Manual 

http://www.minutemanhq.com/pdf_files/training_manual2.pdf  

The OPSEC Process http://www.opsecprofessionals.org/process.html  

The relevance of OPSEC http://www.af.mil/news/story.asp?id=123268985  

TIA Terrorism (Total) Information Awareness http://epic.org/privacy/profiling/tia/  

Tips on Selecting Members for a Successful Preparedness 

Survival Group - Getting Along Today & Tomorrow 

http://www.scribd.com/doc/50951081/Tips-on-Selecting-Members-for-a-

Successful-Preparedness-Survival-Group-Getting-Along-Today-Tomorrow  

Training to enhance tactical situational awareness http://www.policeone.com/patrol-issues/articles/2019895-Training-to-

enhance-tactical-situational-awareness/  

U.S. Government OPSEC site http://www.ioss.gov/  

Unknown dangers of sharing photos online and how to get 

protected (Geotagging) 

http://www.geotagsecurity.com/  

Urban Survival - Counter Surveillance and Situational 

Awareness 

http://get-urban-survival-skills.blogspot.com/2011/07/urban-survival-

counter-surveillance-and.html  

US Survival Rifle AR-7 Henry Repeating Arms Semi-Auto 22LR http://www.scribd.com/doc/76980480/US-Survival-Rifle-AR-7-Henry-

Repeating-Arms-Semi-Auto-22LR  

US to store passenger data for 15 years http://www.wired.com/dangerroom/2011/05/secret-patriot-act/  

Web Photos That Reveal Secrets, Like Where You Live http://www.nytimes.com/2010/08/12/technology/personaltech/12basics.

html?pagewanted=all  

We're all spies now http://www.theage.com.au/national/were-all-spies-now-20110325-

1ca61.html  

What Cell Phones Can & Can’t Do – Fact & Fiction http://www.scribd.com/doc/79053972/What-Cell-Phones-Can-Can-t-Do-

%E2%80%93-Fact-Fiction  

What is Geotag Security and How it Helps to Protect Your 

Family 

http://www.geotagsecurity.com/geotag-security-and-family-protection/  

what is geotagging? http://www.eye.fi/how-it-works/features/geotagging  

When Everyone Can Mine Your Data http://www.forbes.com/2008/11/21/maltego-data-mining-identity08-tech-

cz-tb_1121maltego.html  

Where Big Brother Snoops on Americans 24/7 http://www.vlrc.org/articles/73.html  

Why Don’t More Cameras Offer GPS? http://gadgetwise.blogs.nytimes.com/2010/07/28/why-dont-more-

cameras-offer-gps/  

Why the ADVISE Data-Mining Program May be Very Ill- http://writ.lp.findlaw.com/ramasastry/20070308.html  
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Advised: Reports of Likely Privacy Violations Point to the Need 

to Mandate Specific Privacy Safeguards 

You Are Watching Big Brother: The Disturbing Spy Games of 

Person of Interest 

http://entertainment.time.com/2011/10/27/you-are-watching-big-

brother-the-disturbing-spy-games-of-person-of-interest/  

Your AT&T Local Service Guide https://www.customerservice.att.com/assets/pdf/EnglishGuide.pdf  

 

 

"They that can give up essential liberty to obtain a little "They that can give up essential liberty to obtain a little "They that can give up essential liberty to obtain a little "They that can give up essential liberty to obtain a little temporary temporary temporary temporary 
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Benjamin FranklinBenjamin FranklinBenjamin FranklinBenjamin Franklin    


